Instructions for
Claimant Password
Reset in Ul Online


https://www.mass.gov/

Password
Reset

Step1

* Go to the Ul Online login screen:
https://uionline.detma.org/Claimant/Core/Login.ASPX

* When prompted, you will be asked to enter your Social Security
number twice.

WARNING

This system may contain U.S. Government information, which is restricted to authorized users ONLY. Unauthorized access. use,
misuse, or modification of this computer system or of the data contained herein or in transit to/from this system constitutes a violation
of Title 18, United States Code. Section 1030, and may subject the individual to criminal and civil penalties pursuant to Title 26,
United States Code, Sections 7213, 7213A (the Taxpayer Browsing Protection Act), and 7431. This system and equipment are
subject to monitoring to ensure proper performance of applicable security features or procedures. Such monitoring may result in the
acquisition, recording, and analysis of all data being communicated. transmitted, processed, or stored in this system by a user. If
monitoring reveals possible evidence of criminal activity, such evidence may be provided to Law Enforcement Personnel.

ANYONE USING THIS SYSTEM EXPRESSLY CONSENTS TO SUCH MONITORING.

1 have read and understand the information above. | understand that DUA will verify the information that | provide *

Welcome to Massachusetts Unemployment Insurance (Ul) Online Application

Please provide your Social Security Number
Social Security Number: e
Confirm your Social Security Number: >

IF YOU ARE NOT USING YOUR PERSONAL COMPUTER, PLEASE FOLLOW THESE SAFETY TIPS:

Log out before you walk away from the computer
Do not save your login information

Do not save any files or forms to a Public Computer
When prompted, always opt to Open a File

For more details, please click here.

Download Adobe .PDF Reader (Free) | Accessibility | Privacy Statement | Viewing Tips
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* If your last unemployment insurance claim was filed after 7/1/2013,
you will see the screen below.

* Click the Forgot password link.
Password 5
Reset S

Welcome to Massachusetts Unemployment Insurance (Ul) Online Application

Ste p 2A Ul Online User

Password: Forgot password?
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Reset

Step 2B

* If your last unemployment insurance claim was filed before 7/1/2013,
you will get the WebCert User or TeleCert User logon screen.

- WebCert Users — click the Forgot password link, unless you
remember your WebCert credentials.

* TeleCert Users - click the Forgot pin link without entering PIN.

Commonweaith
of Massachusetts Print Preview

Logon * Indicates Required Field

Welcome to Massachusetts Unemployment Insurance (Ul) Online Application
WebCert User

WebCert User ID: *
Password: * Forgot password?

© Print Preview

* Indicates Required Field

Welcome to Massachusetts Unemployment Insurance (Ul) Online Application

TeleCert User
TeleCert Pin: Forgot pin?
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- If we have your contact information on-file, you will be presented with
Multi-Factor Authentication (MFA) verification options.
Please continue to the next page in this guide.

TITATLL T VAU W T LT

For your protection, an additional security step is required. A vernfication code will be sent by the method you choose below.
(Standard message and data rates may apply.)

Select a Verification Method

Password i
Reset e

You may also try using an alternative password reset method.

Step 3

Ove rview verify some personal information. Please skip to page g of this guide.

- If we do not have your contact information on-file, you will be asked to

Welcome to Massachusetts Unemployment Insurance (Ul) Online Application

Submit Personal Information
Confirm your Social Security Number: =
Birth Date: | * (mmidd/yyyy)
Gender. © Female © Male®
Submit Personal Information - Security Question

Security Question. What is your mother's maiden name?
Security Answer. | *
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MFA Option

Step3ofg

Password Reset with MFA

- Choose your preferred MFA Verification Method, based on the options
provided, to receive your authentication code.

For your protection, an additional security step is required. A verification code will be sent by the method you choose below.
(Standard message and data rates may apply.)

Select a Verification Method
O Email: ****lot@detma.org
O Text Message: ***-***.0265
OVoice Call: ***-***.0265

Previous m

You may also try using an alternative password reset method.

* Note: If you no longer can access any of the presented Verification
Methods, you can select the link at the bottom of the page for an
alternate password reset method, detailed on page g of this guide.
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MFA Option

Step 4 of 5

Password Reset with MFA

- If verifying by Email or Text Message, you will have two options.

* Click the link in the received message, follow the instructions, and the next page
will appear automatically, or

* Enter the received code on the Account Verification page shown below and click
Next to continue.

Account Verification

Sending a text message to your phone (***-***-8578). Click the link in the message to proceed with authentication. ='%

7

Or enter the verification code below.

Verification Code: | [

Note: Click Cancel button to select a different verification method or retry.

- If verifying by Voice Call, a random PIN will be given to you on the Account Verification
page shown below. Answer your phone when it rings and enter this PIN when
prompted, followed by # key. After verification, the next page will appear automatically.

Account Verification

You will receive a call from the Commonwealth of Massachusetts to the telephone you selected. When
prompted, please enter the PIN code below, followed by the # key to proceed with authentication.
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Step 5 of 5

Password Reset with MFA

* After successfully completing the MFA verification process, you will need
to set a new password on this page.

* The password must be at least 8 characters long, contain at least one
uppercase letter, one lowercase letter, one number and one symbol.
For more details, select “password guidelines” link.

* The Security Question and Answer fields may not be shown in some cases.

Set Password

Please choose a new password and other information by entering it in the fields below and clicking
Save. For additional information on password security, please refer to the password guidelines.

New Password: e

Confirm Password: p*
Security Question: vE

Security Answer: |-

Confirm Security Answer: |-

Remember this information. You will need it to access your claim online.

* After saving your new password, the system will automatically log you in.
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Step3of4

Password Reset with Alternate Method
* Enter the personal information requested

Welcome to Massachusetts Unemployment Insurance (Ul) Online Application

Submit Personal Information
Confirm your Social Security Number: *

Birth Date: l—*(n'mltﬂfyyyy)

Gender: ¢ Female © Male®

Submit Personal Information - Security Question

Secunty Question: What is your mother's maiden name?
Security Answer. | x

 The answer to your security question is not case sensitive.
* The Security Question section may not be shown in some cases.

* Three attempts can be made to submit personal information. If on the
third attempt the system still can't verify the information you've provided,
please close your browser and try again the next day.

* If you cannot recollect the answer to your security questiqn,glou will need
to contact DUA to confirm your identity. See page 11 “Failed Login” for
additional information.
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Password
Reset

Alternate
Method

Step 4 of 4

Password Reset with Alternate Method

- After successfully verifying personal information, you will need to set a
new password on this page.

* The password must be at least 8 characters long, contain at least one
uppercase letter, one lowercase letter, one number and one symbol.
For more details, select “password guidelines” link.

* The Security Question and Answer fields may not be shown in some cases.

Set Password

Please choose a new password and other information by entering it in the fields below and clicking
Save. For additional information on password security, please refer to the password guidelines.

New Password: e

Confirm Password: i
Security Question: v fk

Security Answer: |-

Confirm Security Answer: e

Remember this information. You will need it to access your claim online.

* After saving your new password, the system will automatically log you in.
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If you are still unable to login after following the instructions
in this guide:

P d * You will need to contact the Department of Unemployment
dSSWOr Assistance (DUA) so that a DUA Staff member can help get your

Reset password reset.

* To contact DUA, go to the link below and choose one of the
presented options.
https://www.mass.gov/lists/unemployment-assistance-contact-forms

Failed Login
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